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JOINT SOLUTION VALUE PROP: 
 

The CyberArk Connector provides CyberArk users with up-to-date analyses and reports so you can identify anomalies 
at any time in a preventative manner. With automation of key review tasks, you can easily increase PAM benefits 
awareness among business teams and accelerate the deployment of your PAM solution, while responding more 
rapidly to audit or compliance requests. 

 
THE CHALLENGE: 

 
Before, during and after CyberArk projects, you must check that Privileged Accounts are properly and extensively 
inventoried across all types of assets: infrastructure, applications and data. You also need to ensure that privileged 
accesses are assigned to the right people, at any time. This requires advanced data correlation and analytics 
capabilities. 

 
WHY INTEGRATE THE CYBERARK CONNECTOR FOR BRAINWAVE Identity GRC WITH CYBERARK: 

 
With the CyberArk Connector, you can rebuild the entire chain of privileged access, from people and organizational 
data to infrastructure, applications and data. From this holistic view, you can deploy automated user account 
controls and reviews. Using reports, dashboards and analyses, you can facilitate the adoption of CyberArk PAM 
controls, demonstrate and maintain the required level of compliance. 

 
ABOUT CYBERARK SOLUTION: 

 
About CyberArk Application Access Manager 
CyberArk Application Access Manager is designed 
to provide comprehensive privileged access, 
credential, and secrets management for widely used 
application types and non-human identities. For 
example, Appli- cation Access Manager secures 
credentials for com- mercial off-the-shelf 
applications, traditional internally developed 
applications, scripts, as well as containerized 
applications built using DevOps methodologies. 

 
ABOUT THE CYBERARK CONNECTOR FOR BRAINWAVE 
Identity GRC SOLUTION: 

 
With its powerful analysis engine and award-winning data 
model, Brainwave continuously automates controls, 
as well as the correlation and review of privileged 
accounts assigned to any identity. With Brainwave you 

can ensure that only the right people have legitimate 
privileged access to your digital assets, detect 
unauthorized changes and trigger remediation. 

HIGHLIGHTS: 
• Model the access chain from identity to 

privileged accounts and systems, and check 
access legitimacy 

• Analyze the content of CyberArk, understand 
relationships between accounts, groups, and 
rights over any system 

• Identify who has admin rights in CyberArk, on 
which assets and why 

• Create and share your own KPIs and controls by 
creating new dashboards  

• Automate user access review by safe owner or 
line managers 

• Respond to audit and compliance requests 
with automated review, compliance reports and 
forensic analyses 
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HOW THE JOINT SOLUTION WORKS: 

 
The CyberArk Connector works using data extraction from CyberArk, AD and your HR systems on a regular basis. 
Two extraction modes are used, a coarse-grained extraction is done using the CyberArk EVD command lines 
completed by a fine-grained using the CyberArk API. Data are then automatically imported and consolidated into 
the Brainwave Identity GRC data cube. 

DIAGRAM for CyberArk PAM: 

 

DIAGRAM for CyberArk Privilege Cloud: 

 
KEY BENEFITS/TAKEAWAYS: 

 
Continuously monitor the lifecycle of CyberArk users and maintain full control of privileged accounts by rebuilding 
the entire chain of access; implement control plan to meet security policies and be compliant, accelerate the 
adoption of CyberArk by giving visibility to users and safe owners by sharing dashboards and automating user 
access reviews. 

credentials and secrets. The company is trusted by 
the world’s leading organizations, including more than 
50 percent of the Fortune 500, To learn more, visit 
www.cyberark.com. 

ABOUT BRAINWAVE GRC: 
 

Brainwave GRC offers an innovative User Access 
Review platform that targets the risks associated with 

ABOUT CYBERARK: 
 

CyberArk is the global leader in privileged access 
security, a critical layer of IT security to protect data, 
infrastructure and assets across the enterprise, in 
the cloud and throughout the DevOps pipeline. 
CyberArk delivers the industry’s most complete 
solution to reduce risk created by privileged 

access to data, applications and infrastructure, wherever 
they are located. With Brainwave GRC, you can easily 
automate IT General Controls, deploy User Access 
Reviews to make informed decisions about the risks and 
prove to auditors that the situation is under control. Our 
clients cover all geographical areas and all sectors of 
activity. To learn more, visit www.brainwavegrc.com. 

 

 

CyberArk Products: 
CyberArk PAM 
CyberArk Privilege Cloud 

Partner Products: 
CyberArk Connector for Brainwave Identity GRC 


